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    Network Accounts and Access

            
Frostburg State University is committed to providing a fast, safe, and secure network. Connection access to the fiber-optic backbone can be made by "plugging in" to the university network (wired) or through wireless access.

The network account is the core of computing access at FSU. It gives managed and secure access to the campus network and FSU computing resources. The FSU network account consists of an FSU username and password. You will use your FSU username and password to log in to any computer attached to the University's network, including all academic lab computers. Access to most University computing systems & services, including email, Canvas, web servers, network storage system, PAWS and the student network registration system, is controlled through your network account as well.

All employees and students are automatically given a network account, with a unique username, when they are employed by or enrolled at FSU.

Network Topics

	Your FSU Network Username and Password

Username Format

Student

Typically, the username format is First Initial, middle initial, last name, followed by zero (Ex. student Joseph M. Smoe would be jmsmoe0), however, if you did not supply a middle initial when you applied to FSU, your account may have been created without a middle initial.


Faculty/Staff

Typically, the username format is First Initial, middle initial, last name (Ex. employee Joseph M. Smoe would be jmsmoe)

Password

You can manage your FSU network password anytime using the Password and Account Management tools.

The first time you log into your FSU Network account, you will be asked to enter your username and set up identity security questions and answers. These will allow you to retrieve, change and reset your password in the future.

Shared password

At FSU, a single password is automatically shared across multiple system including email, Canvas and PAWS. Therefore, when you change your password for one of these services, your password will automatically change for all of the others.

Update your password

FSU requires students to update their password every year.  Faculty/Staff using multifactor authentication are required to update their password annually.  Administrative-level accounts and accounts without multifactor authentication are required to update their password every 90 days. You can do this using our Password and Account Management tools.

Password Format

When creating a new password, rules must be met to ensure the complexity and security of the password.

Format for Complex Passwords

Below are the details you need to know in order to create an acceptable complex password:

	Your Password must be a minimum of twelve characters/numerals.
	Your Password cannot contain all or part of your username.
	Password history will be enforced which means that you must use a least 10 unique passwords before a password can be reused.
	Your Password must contain a combination of three of the following categories:
	Upper Case Letters (A, B, C, etc.)
	Lower Case Letters (a,b,c, etc.)
	Numeric (1,2,3, etc.)
	Non-Alphabetic Characters (!, @, #, etc.)





Valid Password Examples: Frost079 or %frostburg07

Additional security procedures:

	If an account has six consecutive failed login attempts, the account will be disabled for a period of 15 minutes.
	If an account has not been logged into for over 60 days, the account will be disabled.


Go to the Password and Account Management page to reset your password. If you have any difficulty, contact the IT Help Desk.

Login (Authentication) Errors

Employee passwords expire every 60 days. Student passwords expire every 365 days.


The following situations will alert you that your password has expired:

	When you attempt to log in to PAWS, you see the message "Your User ID and/or Password are invalid or your Password has expired".
Solution: Click on "Click Here to Change Password" to go to the page where you can change your password.


	When you attempt to log in to the email system, you may see an "Access Denied" error message.
Solution: Go to the Password Management page and change your password.


	When you attempt to log in to Canvas, you see the message "Valid authentication credentials were not provided".
Solution: Click on "Reset your password at the FSU Password Change page" to go to the page where you can change your password.


	When you attempt to log in to the FSU Wireless Network, you see a Change Password window with the message "Your password on the remote network has expired".
Solution: Following the instructions in the Change Password window to enter and confirm a new password. Then click OK. See the online instructions for Student Wireless Logon with Expired Password (PDF) for complete details.







	Use Your Network Account for the First Time

All FSU students and employees must use an FSU network username and password to gain access to the FSU network and resources.

If you need help accessing your FSU account and email for the first time, please contact the IT Help Desk.

For incoming students

FSU network accounts are created when you are enrolled at FSU. Your FSU username and password will be emailed to the home email address you provided to FSU. Additionally, you can use the Find My Username utility found below to look up your username.

Before you can use your FSU network account for the first time, please visit FSU's Password and Account Management Portal to set up your password and identity account security questions:

	Go to FSU's Password and Account Management page
	Select Activate your FSU Network Account
	Enter your FSU Username and click Submit
(Enter your Username only, do not enter “@frostburg.edu”)
	Set up your four (4) identity security questions and click Submit


For incoming employees

Network and email accounts are created when you become an employee at FSU. Your Department Chair and Administrative Assistant will be contacted when your account is ready.

Go to FSU's Password and Account Management page to set up your unique password and identity account security. You can continue to manage your password regularly in the Password and Account Management Portal.




	Find My FSU Username


Use this tool to search for the FSU username assigned to you.

FSU Username Lookup
Last Name  

 ID Number  

 



 



Where can I find my FSU ID Number?

Employees

All Frostburg State University employees are assigned an employee ID number. You can find this number on various official university documents such as your timesheet. If you have an ID Card like the one shown below, your Employee ID number is displayed as a 7-digit number just below your picture. The example below applies to both employees and students. Your employee ID number is also viewable from the "Personal Information" page in FSU's HR System.

Students

All Frostburg State University students are assigned a student ID number. You can find this number on various official university documents and even your student ID card. The example below shows a typical student ID card with the student ID number directly under the word STUDENT (Example ID Number: 0000000). Your student ID number is also viewable within PAWS by navigating to Self Service>Student Center>Personal Information>Demographic Data.






	Manage Your Password

You can manage your password anytime by using FSU's Password and Account Managementt tools.




	FSU Network Device Registration

FSU provides free Internet access for all students on campus. To access FSU’s free Internet, you must register your computer on the network.

Attention Students. You must register your computer and other devices on the FSU network to gain access to FSU network resources and the Internet. This is required for both wired and wireless access. At a minimum each student computer must meet the following conditions before it can be registered and can obtain an active internet connection.

	Operating System is up-to-date with critical patches
	For Windows Machines only: Valid anti-virus software is installed and up-to-date
	For Windows Machines only: Free of spyware and equipped with valid spyware protection software


To register your computer or device

	Plug into a wired network port or connect to the WiFi@FSU wireless network
	Open your Internet Browser
	Within a minute or so you will be prompted to log in
	Enter your FSU username and password
	Click on the button to accept the FSU Responsible Computing Policy and install the Impulse Policy Key
A few seconds after the installation is complete, you will receive a web page informing you of any steps required to ensure your system's security. If your system is already in compliance with FSU policies, you will be free to access the web immediately.




Getting Help

Users should review the FAQs and process-specific questions and answers below. Additionally, help pages are displayed throughout the registration process. Finally, users can contact the FSU IT Help Desk for assistance.

	Frequently Asked Questions

How often do I need to register my devices?

Student computers and devices must be registered each semester, or if your device is away from campus for an extended period of time (more than a week or so).

What types of devices may be connected to the FSU network?

Phones, iPod touch, basically any device that connects to the wired or wireless network.

What if my device to found to be unsafe?

If a computer is unsafe it will be quarantined until the necessary updates have been applied.

What is a Policy Key?

You must install a policy key in order for the network access control device to work properly. This policy key is not invasive, and only verifies that the required software is installed. When you are not on campus the policy key does not monitor your computer. If you do not wish to install the policy key, you do not have to. However without the policy key you will only be able to access essential Frostburg State University, Microsoft, and anti-virus/anti-spyware websites. Any time you try to access other websites you will be redirected to the page asking to install the policy key.

	If you uninstall the policy key while still on campus, when you attempt to access non-FSU websites you will be redirected to the page asking you to install it.
	If the anti-virus, anti-spyware, or operating system patches are not kept up to date or are uninstalled, or your computer is detected generating activity that may be related to a virus or spyware infection, you will be redirected until your computer is compliant.


You can find out more about Policy Keys below.




	Process-Specific Questions and Answers

What am I allowed to access when quarantined?

Remediation services like anti-virus / anti-spyware software, and internet sites such as Microsoft Windows Update Services, along with essential FSU resources. These include the Frostburg State University website, PAWS, Canvas, etc.

Can I download operating system software security updates while quarantined by Impulse?

Yes. Any Windows Updates your system needs can be downloaded and installed while you are in quarantine mode. The same applies to virus definitions from most of the major anti-virus providers and to anti-spyware updates from Microsoft, SpyBot and Ad-Aware.

When I run Windows Update Services, I get a message stating that the product key used to install windows is invalid. Why?

Windows Update will fail if your Windows Operating System is not properly licensed. You must have a legal copy of the operating system to connect to the university network. Please contact Microsoft or your PC manufacturer with questions.

Do I have to use the Impulse Policy Key?

Yes. All Microsoft Windows PCs are required to use the Impulse Policy Key to ensure a safe computing environment for all and it is required for network access.

What happens if I uninstall the Impulse Policy Key?

You can uninstall Impulse Policy Key at any time; however within minutes you will then be unable to access the internet. You will be required to reinstall the Policy Key as if you are a new user to gain internet access to anything but essential FSU resources.

Is the Impulse Policy Key compatible with my system?

Yes. The Impulse Policy Key is compatible with and required for Windows Systems. At the present time, Macintosh, Linux, and FreeBSD machines are not required to install the Policy Key.

I have an older gaming console that does not have a web browser. How will I connect to the internet?

You may enter your FSU credentials on any game console with a web browser in order to connect to the internet (you will be automatically redirected the first time you connect). If you have an older game console without a web browser, please contact the FSU help desk at 301.687.7777 for assistance.

What does the Impulse Policy Key actually do?

The Impulse Policy Key continuously validates that your system has the minimum security software running and up-to-date as per the FSU's acceptable use policy.

What software is required?

To be granted internet access, you are required to have Windows Automatic Updates running. You must also have anti-virus and anti-spyware software installed and running with the most current definitions available. You are also prohibited from using P2P file sharing applications to download copyrighted materials.

What are the benefits?

The Impulse Policy Key is part of Frostburg State University’s effort to help you keep your computers as free as possible from viruses, spyware, and operating system security holes. Machines protected in this way generally perform much better and require much less downtime due to damage caused by malicious software.

Also, the Impulse Policy Key can help to ensure that the average user has the fastest possible browsing experience while connected to the FSU network. It does this by:

	Ensuring that communication from malicious software does not flood FSU's internet connection, resulting in much slower connections for legitimate users.
	Restricting the P2P file sharing of copyrighted materials that could cause lawsuits to be brought against you from the recording industry, and also which would otherwise consume an unfairly large share of FSU's bandwidth, again resulting in a slower connection for the majority of users.


What if my system is not up-to-date?

If your system has been determined not to be up-to-date, your computer will be "quarantined." While quarantined, you will still have access to academic resources such as the www.frostburg.edu website, PAWS, and Blackboard, as well as to update servers for your operating system, anti-spyware and anti-virus software.

What about my privacy?

Your privacy is important to us. The Impulse Policy Key scans only for Windows update services compliance, anti-virus and anti-spyware status and certain P2P file sharing applications. No user data is collected or stored.






Acceptance of FSU's Computing Policies

When you register your computer by running the software requirements test, you are making yourself (or any guests using your computer) responsible for your network and internet connection and you are agreeing to abide by the FSU Responsible Computing Policy.




	Wired and Wireless Access

Frostburg State University provides a fast and secure fiber-optic computing network. Both wired and wireless connections are available. All students, faculty, and staff can connect to the network

Wired Network Access

	As a resident student, you want to start computing right away. Residence halls have a wireless access point installed in every room. Each access point also has three wired ports available on the bottom of the access point. You will need to bring a computer and an Ethernet cable to connect to the wired network port in your room. You will need to provide your FSU username and password to gain access to the network. For wireless requirements, see Wireless Network information below.
	As a faculty or staff member, someone in the Office of Information Technology will set up your network access. You may also request assistance through the IT Help Desk.


Wireless Network Access

The university has a wireless network in addition to the standard wired network. Faculty, staff and students can connect to the university’s wireless network by connecting to WiFi@FSU and entering your provided network credentials.

Students

Computers must be equipped with a wireless network adapter (802.11 g/n/ac) to connect to the wireless network. We recommend purchasing a dual band wireless adapter (2.4GHz/5GHz) as this will enhance your wireless computing experience.

Device Registration

To use devices such as televisions, gaming systems or other devices that do not have a web browser on our network, you must first register these devices. Once registered you can use the psk@FSU wireless network or you may plug the device in to the port on the bottom of the access point mounted in your room. View the Device Registration instructions (PDF).

Wireless Setup Instructions for Students & Employees

	Windows 7 (PDF)
	Windows 8 (PDF)
	Windows 10 (PDF)
	Mac OS X (PDF)


General Guidelines for Connecting Mobile Devices to the Wireless Network

	Android Mobile Device (PDF)
	Apple Mobile Device (PDF)


TROUBLESHOOTING TIPS

Two (2) common ways to solve many problems related to wireless access are listed below. Please try these first before seeking further assistance.

	Turn your device off and back on.
	Make sure you updated your password on your mobile device. You must manually change it on each mobile device in addition to on your computer.


If necessary, you can get further assistance from the IT Help Desk.

Wireless Locations

All residence halls have full wireless coverage. See the map below for complete campus coverage.

View Access Point Map (PDF)




	Connecting to the FSU Network from Off-Campus

The Office of Information Technology at FSU provides a secure VPN (virtual private network) service that allows faculty, staff, students, and sponsored users a quick and easy way to connect securely to the FSU network from external, off-campus locations.

Any off-campus user that needs a connection to any FSU network information or resource must connect through the VPN to get the necessary network access.

All instructions and information related to using the VPN can be viewed using the links below:

	Connecting to the Frostburg State University VPN
	How to determine if Palo Alto Global Protect is installed





	Internet Access from the FSU Residence Halls

Frostburg State University provides free access to the Internet for its on-campus students.

Each room is equipped with an access point that allows both wired and wireless connection. Each access point also has three wired ports available on the bottom of the access point. You will need to bring a computer and an Ethernet cable to connect to the wired network port in your room. The FSU Bookstore has ethernet cables for sale if needed.

Connecting To The Internet

For instruction on how to connect to the network, both wired and wirelessly, please see the Wired & Wireless Access section above.

Electronic Ethics

There are many rules and laws governing usage of the Internet. Don’t jeopardize your future by violating these guidelines. It is essential that you read the policy on Responsible Computing at Frostburg State University (PDF) so that you will know how to conduct yourself on the Internet.

Support

Visit the IT Help Desk page for more information about getting connected to the University's Network and internet.




	Guest Access to the FSU Network

Guest of FSU may access the FSU wireless guest network - guest@FSU - from a computer or mobile device. This network requires a guest ID and password.

Guests must do this to access the guest network:

	Connect to guest@FSU
	Open a browser and attempt to navigate to any website
	A redirect page will appear asking for your username and password
	From here you have two options:
	If you have guest credentials you can log in and start using the Guest network
	If you do not have guest credentials you can create an account using the link at the bottom of the page and following the instructions










    

  

                                        
                            
                    	
IT Help Desk

We're here to help!

Phone: 301.687.7777 x7777
Available 24/7
Location: Gira Center Room 123
Email: helpdesk@frostburg.edu



Manage your tickets or submit a new ticket

Service Hours

Sunday: 3:00pm-7:00pm
 Monday: 8:00am-7:00pm
 Tuesday: 8:00am-7:00pm 
 Wednesday: 8:00am-7:00pm 
 Thursday: 8:00am-7:00pm 
 Friday: 8:00am-5:00pm 
 Saturday: 1:00pm-5:00pm 



Sign up for BURG Alerts
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