PASSWORD ACCESS

Success!

FSU Duo Implementation

GUIDE TO SET UP YOUR TWO-FACTOR AUTHENTICATION




Step 1.

CLICK ON THE FIRST
LINK IN EMAIL FROM
DUO SECURITY
ENROLLMENT

Duo Security Enrollment

. _ - — Forward
Duo Security <no-reply@duosecurity.com:>

To Meghan E Murphy Thu 120 10:

DS

Phish Alert + Get more add-ins

P
HINIH

Hello,
‘Your organization is now rolling out Duo Security, a friendly and secure way for you to log into your applications. Your administrator has invited you to set up your account for Duo so you can start logging in

To begin, click this link to enroll a phone, tablet, or other device:

Duo Security is a two-factor authentication service that strives to be easy to use and secure. To learn more about Duo authentication, visit the guide here:




Step 2.

CLICK THE 'START
SETUP' BUTTON

Protect Your Frostburg State University
Account

FROSTBURG

What is this? accessing your account, even if they know your password.

Two-factor authentication enhances the security of your account by using a
secondary device to verify your identity. This prevents anyone but you from

-
Need help? This process will help you set up your account with this added layer of

Powered by Duo Security security.

Start setup




h’ What type of device are you adding?
@ Mobile phone RECOMMENDEL
FROSTBURG o

Tablet (iPad, Nexus 7, etc.)

Step 3.

SELECT YOUR DEVICE Landline
TYPE —- MOBILE PHONE What is this? [7 Security Key (YubiKey, Feitian, etc.)
RECOMMENDED Heed help? Touch ID

Powered by Duo Security




Step 4.

ENTER YOUR PHONE
NUMBER

What is this? 4
Need help?

Powered by Duo Security

Enter your phone number

United States v

+1

Example: (201) 234-5678




Step 5.

CHECK THE BOX NEXT
TO THE CORRECT
NUMBER QUESTION
AND CLICK CONTINUE

[HﬂSTB“HG United States

h’ Enter your phone number

v

What is this? [4
Need hel[’_ﬁ lT?'ic“L’"I“}?':t“ (2Ul)

_ You entered |
Powered by Duo Security

Back

. Is this the correct number?




What type of phone is 301-876-23137

Step 6.

SELECT YOUR TYPE

OF PHONE What is this? [3 Other (and cell phones)
Need help?

Powered by Duo Security m

iPhone

Android

Windows Phone




Step 7.

GO TO APP STORE
AND SEARCH DUO
MOBILE ON YOUR
MOBILE DEVICE

Install Duo Mobile for iI0S

1. Launch the App Store app and
search for "Duo Mobile".

2. Tap "Get" and then "Install" to
download the app.

FROSTBURG

duo mobile

u Duo Mobile
Duo Security
m | have Duo Mobile installed

What is this? 4
Need help?

Powered by Duo Security




Step 8.

DOWNLOAD DUO
MOBILE ON YOUR
MOBILE DEVICE




Install Duo Mobile for iI0S

Step 9.

CLICK THE ‘I HAVE
DUO MOBILE What s this? C7
INSTALLED’ BUTTON Need help?

Powered by Duo Security

1. Launch the App Store app and
search for "Duo Mobile".

2. Tap "Get" and then "Install" to
download the app.

FROSTBURG

duo mobile

u Duo Mobile
Duo Security
m | have Duo Mobile installed




Step 10.

OPEN DUO MOBILE

TAP THE “+” BUTTON
IN THE TOP RIGHT
CORNER

SCAN GIVEN BARCODE

What is this? [{

Need help?

Powered by Duo Security

Activate Duo Mobile for iOS
E ] " E 1. Open Duo Mobile.
.'lf:... 2. Tap the "+" button.
[l - 3. Scan this barcode.

Email me an activation link instead.

—

What is this? 4
Need help?

Powered by Duo Security

Activate Duo Mobile for iOS

1. Open Duo Mobile.
2. Tap the "+" button.
3. Scan this barcode.

Email me an activation link instead.

Back




Step 11.

CHOOSE
"AUTOMATICALLY
SEND THIS DEVICE A
DUO PUSH" FROM
DROP DOWN

CLICK FINISH
ENROLLMENT

FROSTBURG

What is this? 1

Need help? \ When | log in:

Powered by Duo Secunty

My Settings & Devices

g
(U ios JUST ADDED

Default Device: 0SS 301-876-2313

Automatically send this device a Duo Push

Finish Enroliment




©

Enrolimerit Successful!

i

Way to ga! You can now authenticate to any Duo-
protected service.

i

Your Two-Factor Authentication with Duo is Completed!
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